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1. Introduction
1.1. Compliance by the University with the Data Protection (DP) Act 1998 (“the Act”)is a legal requirement of this legislation
1.2. The University is committed to supporting the Act and this document provides the policy framework through which implementation is to be achieved.
2. Aims

2.1. The University will comply with the Eight Data Protection Principles:
· Personal data shall be processed fairly and lawfully 

· Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.
· Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.
· Personal data shall be accurate and, where necessary, kept up to date.

· Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
· Personal data shall be processed in accordance with the rights of data subjects under this Act.
· Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.
· Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
2.2. The University will ensure that all requests made by a data subject in accordance with the Act, and on payment of the appropriate fee, for access to data held about him or her shall be processed fully and expeditiously within the time period prescribed by the Act
2.3. The University will ensure that the requirements of the Act are in all respects observed
2.4. The University will give appropriate publicity within the institution to the Act and its requirements.
2.5. Appropriate appeals and complaints procedures shall be made available.
2.6. Staff shall be made aware of the University’s responsibilities under the Act, together with their own individual obligations to delivering compliance and the consequences of failure to comply. This will be through the use of appropriate training materials to all staff, and by ensuring that reasonable resources are available for the production and dissemination of such materials
2.7. The University will ensure that external bodies which process personal data on its behalf give confirmation, in writing, that they will comply with the requirements of the Act, and that they satisfy the minimum requirements concerning the security of data laid down by the Act and the Information Commissioner
3. Scope 

3.1. This policy applies to ALL personal information created, received or maintained by staff within the University in the course of their duties.
3.2. This policy applies to ALL personal information created, received or maintained by external parties on behalf of the University.
3.3. This policy applies to personal information in all formats, i.e. in whatever media they exist, whether paper or electronic.
4. Roles and Responsibilities

4.1. The Records and Information Manager 
Has day-to-day responsibility for co-ordinating the University’s DP functions.  These responsibilities include, but are not limited to:
· Development and implementation of the Policy
· Producing “best practice” led guidance material for staff

· Delivering training to staff

· Processing, co-ordinating and responding to all requests for information
4.2. Senior Managers
It is the responsibility of all senior managers to ensure that staff within their areas are made aware of the existence and content of this policy.

4.3. All Staff
All staff, whether or not they physically create, receive or maintain personal data themselves, have an obligation to they comply with the Principles and requirements of the Act.   
The University will ensure that every employee assists the University in complying with the obligations placed upon it under this Act. 

In particular staff must:

· All staff will only process personal data to the extent to which they have been actively authorised by the University

· Staff responsible for the processing of personal data are also responsible for informing the Data Protection Officer of any new processing of personal data or any change in the processing of existing personal data.

· All staff are responsible for complying with any security procedures implemented by the University

· Academic staff are responsible for ensuring that students are fully informed about their responsibilities under the Act with regard to course work.

· Academic staff authorising, for the purpose of coursework, the processing of personal information by students are responsible for the monitoring of that processing.

Staff must also:
· Familiarise themselves with this Policy 

· Provide advice and assistance to persons making Subject access requests for information, in accordance with University guidelines
· Work with the Records and Information Manager to ensure that requests can be dealt with within 40 days of receipt

· Contact the Records and Information Manager when assistance is required.

4.4. Students
· All students have the responsibility to ensure that they comply with the Principles and requirements of the Act.

· All students will only construct or maintain files of personal data for use in their academic studies/research with the express consent of the appropriate member of staff.

· All students will only process personal data to the extent to which they have been actively authorised by the University.

· All students are responsible for complying with any security procedures implemented by the University.

· All students processing personal data are responsible for the Notification to the Data Protection Commissioner.

4.5. Failure to comply with this policy
· Failure to comply with this policy may result in disciplinary action as outlined in the Staff Management Procedures.
5. Implementation

5.1. The Act requires the University to nominate one or more ‘data protection supervisor(s)’ to oversee the University’s compliance with the Act. The role of the Data Protection Officer is the responsibility of the Records and Information Manager.

5.2. Each department within the University will assign a member of staff to work with the Data Protection Officer and Data Protection Supervisor.

5.3. An audit of personal data will be carried out at regular intervals to ensure the currency of the University Notification to ensure the University complies with the Act.
6. Subject Access Requests 
6.1. Staff, students and other data subjects in the University have the right to access any personal information that is being kept about them either on electronic or manual files. Any person may exercise this right by submitting a Subject Access Request in writing to the University Data Protection Officer. Forms are available from all library enquiry desks and can be printed from the web.
6.2. Any request must clearly state what information is being requested.  The more clearly defined the request, the more efficiently the request can be resolved. 
7. Verification and Fees
7.1. In order to prevent fraudulent access, anybody requesting personal information is required to verify their identity when submitting a request.

The University will charge £10 for each Subject Access Request made under the Act.
7.2. The University aims to comply with requests for access to personal information as quickly as possible, but within 40 days.

8. Complaints and requests for cessation of processing
8.1. Complaints should be addressed to the Records and Information Manager in writing.  
· Receipt of the complaint will be acknowledged immediately 
· Records and Information Manage will investigate the complaint in liaison with appropriate departmental/School representative 

· Response shall be sent within 21 days.
8.2. Individuals wishing to ask the University to cease processing personal information should contact the Records and Information Manager in writing.  Receipt of the request will be acknowledged immediately and action taken where appropriate (or responded to) within 21 days.
8.3. If the complainant remains dissatisfied with the outcome of their complaints, they may seek an independent review from the Office of the Information Commissioner (OIC).  This is the independent body responsible for overseeing the Act.  The OIC can be contacted in writing at:

Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF

Fax: 01625 524 510 

9. Further Information
9.1. More information about the Data Protection  Act 1998 is available on the Information Commissioner’s website at:

www.informationcommissioner.gov.uk
10. Training

10.1. University staff shall receive Data Protection Training.

11. Policy Review
11.1. This Policy will be reviewed at least once every three years and, if necessary, amended to ensure continued compliance with the Data Protection Act
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