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1. POLICY ACCEPTANCE AND AUTHORITY
1.1. The Information Systems Management Co-ordination Group (ISMCG) endorsed the IT Security Policy and delegated responsibility for the maintenance and implementation of this policy to the IT Services Department.

2. SCOPE
2.1. This policy supports and underpins the University’s Strategies and Plans. It, together with the following other policies, strategies and guidelines, constitutes the IT Strategy of the University.
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3. CLARIFICATION AND FEEDBACK
3.1. Any queries or feedback regarding this policy or its implications should be directed to the IT Services Call Centre on ext: 4242 

3.2. This policy is maintained on the University’s web server and is accessible through the IT Services pages. The web version of the policy is the definitive version and will always be the most up to date. 

4. IT Security policy

4.1. It is the policy of this University to prohibit unauthorised access, disclosure, duplication, modification, diversion, destruction, loss, misuse, or theft of information and equipment.

User access controls

5. individuals

(This Section applies to any person who has access to University computer systems) 

5.1. Users are expected to have some basic computer knowledge and should understand and adhere to University security policies and procedures. 

5.2. Users ultimately are responsible for :

5.2.1. Protecting against the misuse of computer system accounts issued to them.

5.2.2. Selecting and maintaining good passwords.

5.2.3. Providing the correct identity and authentication information when requested.

5.2.4. Using standard facilities for securing access to their workstation when left unattended.

5.2.5. Ensuring that back-ups of data on their workstation are performed on a regular basis.

5.2.6. Helping to protect the property of other individuals and notify them of resources (such as files and accounts) left unprotected.

5.2.7. Notifying the Zone helpline or line management if a security violation or failure is observed or suspected.

5.2.8. Their own behaviour. 

5.3. Users must not :

5.3.1. Exploit system weaknesses.

5.3.2. Attempt to assume another party's identity.

6.  Line management

(This Section applies to any person who has management control for staff who are defined as Users in section 1)
6.1. Line managers must ensure that staff within their management control area, are made aware of this policy and informed of their responsibilities pertaining to the University security policy.

6.2. Line management responsibilities include ensuring staff :

6.2.1. Comply with User Responsibilities.

6.2.2. Bring to the attention of others available security mechanisms.

6.2.3. Employ available security mechanisms for protecting the confidentiality and integrity of information where required.

6.2.4. Are responsible for incorporating security procedures into staff briefings and training programs.

6.2.5. Do not test, or attempt to compromise computer or communication system security measures unless specifically approved in advance and in writing by system supervisors.

6.2.6. Where applicable ensure computer and communication system security measures are observed.

6.2.7. Where applicable monitor specific systems and software to detect signs of abnormal activity and know what action to take in the event of an incident.

6.2.8. Report promptly all significant changes in User duties or employment status to the local administrators responsible for user accounts. 

7. SerVICe Administrators 

(This Section applies to any member of Staff who has the account rights to administer a service or application communicating via University networks)
7.1. Service administrators are expected to utilise, on their assigned server, the available network security services and mechanisms to support and enforce applicable security policies and procedures.  This includes:

7.1.1. Managing all User access privileges to data, programs and functions.

7.1.2. Maintaining and protecting server software and relevant files using available and approved security mechanisms and procedures.

7.1.3. Scanning the server with anti-virus software at regular intervals to ensure that no virus becomes resident on the local server.

7.1.4. Monitoring all security related events and following up on any actual or suspected violations where appropriate.

7.1.5. Notifying network management if a security violation has occurred or is in progress.

7.1.6. Assisting other administrators in response to security violations.

7.2. Service administrators are responsible for informing the core system administrators of the change of status of any User.
8. Network/Core administrators

(This Section applies to any member of Staff who has the account rights to fully administer a server, or network infrastructure within the University)
8.1. These individuals are responsible for :

8.1.1. Enforcing University security policies as they relate to technical controls in hardware and software.

8.1.2. Developing appropriate procedures and issuing instructions for the prevention, detection, and removal of malicious software.

8.1.3. Backing up all data and software on the systems/networks on a timely basis.

8.1.4. Archiving critical programs and data.

8.1.5. Securing the network environment within the site and interfaces to outside networks.

8.1.6. Controlling access to and protecting network physical facilities.

8.1.7. Employing generally approved and available auditing tools to aid in the detection of security violations.

8.1.8. Conducting timely audits of server logs and incident logs, monitoring various logs, reports and report on these logs.

8.1.9. Conducting periodic reviews to ensure that proper security procedures are followed.

8.1.10. Responding to emergency events in a timely and effective manner.

8.1.11. Notifying promptly the Information Security Manager of all computer security incidents. 

Management and review

9. Security Manager

9.1. Will be responsible for :

9.1.1. Managing information security within the University.

9.1.2. Implementing and supporting University wide security initiatives.

9.1.3. Developing contacts with internal and external security specialists.

9.1.4. Keeping up with industrial trends, monitor standards and advise on security issues.

9.1.5. Conducting investigations into any alleged computer or network security compromises, incidents and/or problems.

10. Security Forum

10.1. The Security Forum will:

10.1.1. Review and approve information security policy and responsibilities.

10.1.2. Review and monitor security incidents.

10.1.3. Approve major initiatives to enhance information security.

11. REPORTING SECURITY Problems

11.1. All staff and students must report promptly any suspected information security problem including intrusions and out-of-compliance situations.

11.2. All University staff and students are required to report to local support/helpline any computer virus infestation immediately after it is noticed.

11.3. All network or systems software malfunctions must be reported to local support/helpline immediately.

11.4. Actual computer security compromises or potential security compromises must be reported to the Information Security Manager.

12. RELEASE OF INFORMATION

12.1. Information about security measures for all University computer and communication systems is confidential and should not be released to people who are not authorised users of the involved systems unless the permission of the Information Security Manager has first been obtained. 

13. Enforcement of IT Security policy

13.1. University staff must be notified that this policy exists and that they are expected to comply with the policy.

13.2. Compliance with security policies is for the protection of all concerned.

13.3. Failure to comply with this policy will expose University information and systems to unacceptable risk.

13.4. Under rare circumstances, certain persons will need to employ systems that are not compliant with this policy. All instances must be approved in advance by the Information Security Manager.

13.5. Failure to comply with University security policy may lead to disciplinary action being taken.

13.6. Further guidance may be obtained from Information Security Manager.

14. Review

14.1. Independent Review will be undertaken at appropriate intervals by the relevant bodies.

Administrative Processes to support the policy

15. Process for Granting System Privileges

15.1. Requests for a user account, access privileges and email system access must be granted only by a clear chain of authority.

15.2. Approval must be obtained from the User's line manager before a service administrator grants access privileges.

15.3. Ability to create and allow access to servers, services or applications is limited to Staff with relevant authority.

15.4. In all cases a compliance statement must be signed prior to a User being issued an account to University networks, or multi-user systems that are connected to University networks.

15.5. A signature on this compliance statement indicates the involved user understands and agrees to abide by University policies and procedures related to computers and networks. 

15.6. System and network privileges of all Users, systems and programs must be restricted to the lowest level required to meet business needs. 

15.7. Excessive privileges granted to Users must be avoided.

15.8. All original staff account documentation must be retained and stored securely and may be used in the event of possible legal and/or law enforcement matters.  In such an event, the Information Security Manager will be given access to these documents.

16. Third Party System access

16.1. Access to the University network, servers, or information systems by third parties should be controlled.

16.2. Where there is a business need for third party access, a risk assessment should be carried out to determine control requirements.

16.3. Controls should be agreed and defined in a contract.

16.4. Access should take into account physical access to machine rooms and secure areas.

16.5. Third party accounts must be configured to automatically disable after the period defined in the contract.

17. Process for Revoking System Access 

17.1. All user-accounts must automatically have the associated privileges revoked after a certain period of inactivity. The recommended period is one hundred and fifty (150) days.

17.2. On written (Email) application of appropriate management or Human Resources staff, User accounts and associated privileges will be suspended immediately.

17.3. User accounts must be disabled on cessation of employment.

18. User Account Authentication Process

18.1. All Users must be positively identified prior to being able to use any multi-user computer or communications system resources. 

18.2. Positive identification for University networks involves both a username and a password. 

18.3. Log-in banners on multi-user computers must include a notice stating: 

18.3.1. This system is to be used only by authorised users. 

18.3.2. Continuing to use this system requires compliance with University conditions of use. 

18.3.3. Log-in banners must have physical input to continue.

19. Password Controls process

19.1. The following password measures should be implemented on all University systems and networks:

19.1.1. All server accounts must have a password.

19.1.2. User account passwords may not be shared with or revealed to anyone.

19.1.3. User account passwords must not be written down and left in a place where unauthorised persons might discover them.

19.1.4. Passwords chosen should be difficult-to-guess. 

19.1.5. Personal names must not be used as passwords. 

19.1.6. Passwords should be no shorter than 8 characters. 

19.1.7. Passwords should be changed by the owner every 60-100 days. 

19.1.8. Different passwords should be used for different systems and no password used at the University should be used on any outside computers. 

19.1.9. All vendor supplied generic accounts and default passwords must be changed. 

19.1.10. Non-personal accounts must be assigned to a named person, who will be held responsible for that account and should maintain an audit trail of said account.

19.1.11. Multi-user accounts and passwords must not be used.

19.1.12. University corporate systems will enforce password changes. 

19.2. All computers permanently or intermittently connected to University networks must have password access controls.

19.3. System accounts and passwords should be secured and used only in emergencies.

19.4. All passwords must be changed immediately if they are suspected of being disclosed, or known to have been disclosed to anyone.

19.5. Whenever system/network security has been compromised, or even if there is a convincing reason to believe that it has been compromised, the relevant local administrator should immediately reassign all relevant passwords, and broadcast a message to all concerned telling them to change their passwords. 

20. Malicious software Control Process 

20.1. To assure continued uninterrupted service, all microcomputers and servers must have approved and up to date virus-scanning software enabled. 

20.2. Privately owned computers that are used for University work purposes are required to have approved and up to date virus scanning software enabled. 

20.3. Users may not bypass scanning processes that are designed to prevent the transmission of computer viruses.

20.4. Scanning software must be used to scan all software coming from either third parties or other internal sources. 

20.5. Scanning must take place before the new software is executed.

20.6. Users are responsible for ensuring that viruses are eradicated from their systems whenever they have been detected. 

20.7. Service administrators must be informed whenever a system has been infected. 

20.8. Service administrators must take steps promptly to assure that no further infection takes place and that experts needed to eradicate the virus are alerted. 

21. DATA BACK-UPs, Security and Recovery Process

21.1. Specialist computer staff will install, or provide technical assistance for the installation of back-up hardware and/or software. 

21.2. All sensitive or confidential, valuable, or critical information resident on University computer systems and networks must be regularly backed-up.

21.3. Department managers or Data owners should define which information and which machines are to be backed-up, the frequency of back-up, and the method of back-up based on the following guidelines: 

21.3.1. To the extent possible, the procedures used for back-ups should not require operator intervention. They should be automatic. 

21.3.2. If the system supports more than one individual and contains data that is critical to the day-to-day operation within the University, then back-up is required daily. 

21.3.3. Storage of back-up media is the responsibility of the computer user or multi-user machine systems administrator involved in the back-up process. 

21.3.4. Back-ups for critical business functions should be stored off-site in suitable secure conditions.

21.3.5. Recovery procedures must be documented and tested.

21.3.6. Media should be given an appropriate level of physical and environmental protection.

21.3.7. Back-up media should be regularly tested.

21.4. Operation logs must be maintained and be subject to regular independent checks.

Physical Devices

22. WorkStations

(This section refers to any equipment which can be termed as a computer but is not providing a service or is portable)

22.1. Consideration must be given to data security on any local hard disks.

22.2. Disk configuration must provide security measures.

22.3. Usernames may be added to the workstation administrators group, only if an appropriate technical support waiver form has been signed.

22.4. Failure of local software will result in a standard image being reinstalled on the workstation.

22.5. Workstation Images must be appropriate for the environment in which they are used.

22.6. Workstations should not be used to host or provide business critical data or services.

22.7. Changes to network configuration (IP number, Machine name, etc) must only be carried out by IT Services technical staff.

22.8. Workstation administrator accounts must not be deleted.  Changes to workstation administrator accounts must only be carried out by Authorised IT Services staff.

22.9. Workstation firewalls may be installed only with the approval of the Information Security Manager.

22.10. The use of modems in PC’s connected to the network is strictly forbidden.

23. Servers 

(This section refers to any equipment which can be termed as hosting business critical services or data)

23.1. Reference should be made to section 3 Service administrators and 4 Network/Core administrators. 

23.2. Wherever practical as determined by IT Services; equipment must be sited in a suitable environment to prevent loss, damage, or compromise of service and interruption to business activities.

23.3. Controls should be adopted to minimise the risk or potential threats to the physical equipment including:

23.3.1. Theft.

23.3.2. Fire.

23.3.3. Dust.

23.3.4. Electrical interference or failure.

23.3.5. Chemical effects.

23.3.6. Physical security.

23.4. Must be served by or fitted with a suitable back up device.

23.5. Documentation of physical server, services hosted, protocol usage and available ports must be in the possession of relevant core administrators.

23.6. Firewall technology must be made available, and utilized on systems identified as requiring such a level of security.

24. PORTABLE computing devices
24.1. Caution must be exercised when connecting portable devices to University networks.

24.2. Portable, laptop, notebook, palmtop, Blackberry and other transportable computing devices containing confidential information must not be left unattended at any time.
24.3. Portable, laptop, notebook, palmtop, Blackberry and other transportable computing devices containing or having access to confidential information, including email must be password protected.

24.4. To prevent unauthorised disclosure, workers in the possession of transportable computers containing unencrypted confidential information must not check these computers in airline luggage systems, with hotel porters, etc. These computers must remain in the possession of the traveller as hand luggage.
24.5. Confidential information written to floppy disk, magnetic tape, smart card, USB pen drives or other storage media must be password protected and stored securely when not in use.
24.6. If travelling abroad, software license clearance must be obtained from Security Manager.

24.7. It is the responsibility of the individual travelling with the portable computer to ensure compliance before departure.

25. home computers

25.1. Home computers used for University information handling must use appropriate anti virus software.

25.2. If the computer is used by other than the authorised person, password controls must be activated and data encryption used on University data or information.

25.3. Passwords assigned to data transferred between the University and home must be logged with University administrators.

26. REMOTE PRINTING

26.1. Printers must not be left unattended if confidential information is being printed or will soon be printed. 

27. PHYSICAL SECURITY 

27.1. All University network equipment must be physically secured. 

27.2. Local area servers must be placed in locked cabinets, closed closets or locked computer rooms.

27.3. Access to computer rooms, communications cabinets and other work areas containing sensitive or confidential information must be physically restricted.

27.4. Access to computer rooms, communications cabinets and other work areas containing sensitive or confidential information is restricted to authorised staff.

27.5. Persons moving University equipment must display official identification visibly.

Applications and Services

28. SOFTWARE 

28.1. Operating systems must be approved and follow the guidelines as defined in the Information Technology Architecture Strategy.

28.2. Software should only be installed by suitably qualified and authorised persons.

28.3. Users shall only use legally obtained software on University computing equipment. 

28.4. Users shall be held liable for any breach of copyright of software other than that installed by University technical services. 

28.5. The University shall not be liable for any breaches of copyright made by users.

28.6. Software in the possession of the University must not be copied unless such copying is consistent with relevant licence agreements and either management has previously approved of such copying or copies are being made for contingency planning purposes. 

28.7. All computer programs and program documentation owned by the University must include appropriate copyright notices. 

28.8. Users may only use the computing facilities in compliance with provisions of the Copyright Act as amended from time to time or any corresponding law in force at any time and with the requirements of all other laws and any licences relating to the use of the facility. Additional information is available from the University of Northumbria Data Protection officer. 

28.9. The unauthorised use of hardware or software, which interrogates the network in any way, is forbidden.

28.10. Where there is a need to demonstrate or instruct in network analysis, isolated systems must be provided.

29. ELECTRONIC MAIL

29.1. Refer to University Web site: Northumbria Email Guidelines (Good practice guide to using Email).

30. Hosting Web Services

30.1. Refer to: Code of Practice for Publishing on the WWW.

Infrastructure

31. NETWORK

31.1. Reference must be made to University of Northumbria Information Technology Architecture Strategy, Strategy definitions and STAG Standard 5.

31.2. The connection of any equipment to the University network must be approved by IT Services and carried out by suitably technically qualified support staff.
31.3. When using a device connected to the University network, users must log in with a user name supplied by IT Services.

31.4. All University computer or communications systems must include sufficient automated tools to assist the administrator in verifying the systems' security status. These tools must include mechanisms for the recording, detection, and correction of commonly encountered security problems. 

31.5. A secure layer with encrypted password and ID should control any access to the university domain or secured web pages from an external source.  This would include access by wireless technology.
31.6. To the extent that systems software permits, computer and communications systems handling sensitive, valuable, or critical University information must securely log all significant security relevant events. 

31.7. System users must respect the physical network configuration of University owned networks and must not extend the physical network on which their system resides.

31.8. University computer and network resources must not be wilfully or negligently used to attempt to or breach the security or security policy of other sites.

32. Internet access

32.1. Reference must be made to the ‘Regulations for the Use of Computing and Library Facilities’.

32.2. Northumbria uses firewalling technologies which prevent access to undesirable web sites. ‘Site Blocking’ is by category i.e. ‘Adult’, ‘Hacking’, ‘Racism’ etc. The actual list of blocked sites is maintained by the software supplier, not Northumbria University. Requests to unblock a miscategorised site will be passed on to the service provider who will verify the mis-categorisation and then amend the block list accordingly (which may take several days). Requests to unblock a correctly categorised site will be denied.

32.3. Staff who have a legitimate reason for accessing blocked sites can be provided with specific resources (such as an off-network PC and direct connection to the Internet) by agreement with the relevant Dean or Director. This facility will be time limited to the duration of the requirement.
33. External third party access to Northumbria assets

33.1. This section defines how Northumbria University approves access to its assets by third parties, and gives examples of approved access technologies.

33.2. Assets include information (databases, data files, etc), software, hardware (including removable media) and services.

33.3. External parties include customers, consultants, auditors, developers and suppliers.
33.4. When assessing access requirements of any third party a risk assessment aligned with section 6.2 of British Standard BS ISO/IEC 27002:2005 (Information Technology - Security techniques - Code of practice for information security management) shall be carried out. This assessment will be conducted by the Information Security Manager or approved project manager.
33.5. Access will not be given until authorised by the outcome of a successful risk assessment. The terms of the risk assessment may be required to be included within a formal written agreement.

33.6. Technologies for connectivity to Northumbria assets include the following:

· VPN clients;

· via Citrix thin-client;

· via SFTP;

· via approved web applications.

33.7. This list is not definitive, however connection by other technologies will only be approved on the basis of a successful full risk assessment.

34. update information

This document was last updated on 24 February 2010.
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