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1. Who are we

The University of Northumbria at Newcastle is a data controller for your personal data.
Registration number: Z7674926.

We are required to process certain categories of personal data about students in order
to process their enrolment, provide access to our facilities, fulfil our contractual
obligations and to deliver our public task of providing Learning and Teaching services
and student support.

This privacy notice describes the type of data we may process about individuals (“you”,
“your”) enrolled on any programme of study offered by Northumbria University along
with how and why we process it. It also provides details of how you can exercise your
rights under GDPR.

2. Where we get your information from

We collect your data from:

You, when you apply, enrol, or use our services.

UCAS, the Department for Education, or other admissions bodies.

Your employer or sponsor, for apprenticeships or sponsored study.

The Student Loans Company or local authority.

Placement providers and professional bodies.

The Home Office or UK Visas and Immigration.

Other universities or colleges you have studied at.

Internal departments, generating data about you through your interactions with us.
External authorities or third parties.

3. Categories of Personal Data we process

Name, date of birth, gender, nationality, and student number.
Home and term-time address, phone number, and email.

Next of kin and emergency contacts.

Qualifications, academic history, and references.

Visa, passport, and immigration documents.

Fee records, bank details, sponsorship, and scholarship details.
Attendance, marks, and academic progress.

Engagement on our virtual learning environment such as interactions with
learning content, assignment submissions, and marks

IT system access and library use.

Pastoral and careers support records.

Photos, audio, and video, including lecture recordings.
Extenuating circumstances, appeals, and disciplinary records.
Widening participation data.
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Sensitive information in relation to Racial or ethnic origin, Political opinions,
Religious or philosophical beliefs, Health data (physical or mental health
conditions), Sex life data, Sexual orientation, Criminal record data - We only use
this where the law allows and limit who can see it.

4. Why we use your information

The table below shows what we use your data for, the legal basis, and who we share
it with. We rely on seven legal bases for personal data:

Contract where data is processed to deliver your course or a service.

Legal obligation, where the law requires us to process it.

Public task, where we need it to carry out our role as a university.

Vital interests, to protect someone's life.

Legitimate interests, where we have a genuine reason that does not override
your rights.

Consent where you have agreed to processing

Recognised legitimate interests under the Data (Use and Access) Act 2025, this
basis applies to a defined list of purposes including the prevention and detection
of crime, safeguarding of vulnerable people, and responding to life-threatening
emergencies.

Where we process sensitive information about you — such as health, disability,
ethnicity, religion, or criminal record data — we need an additional legal basis. We rely

on:

Explicit consent, where you will be asked to actively agree to us processing this
sensitive information.

Employment and social protection law, where we are required to process it to
meet our legal obligations.

Vital interests to protect your life or someone else's where you cannot consent.
Health or social care, where processing is necessary for occupational health or
clinical purposes by a health professional.

Legal claims processing, necessary in relation to legal proceedings.

Substantial public interest, where processing is necessary for a specific public
interest purpose set out in law.

Research and statistics processing necessary for scientific, historical, or
statistical research.

Criminal offence data about criminal convictions or allegations is subject to
additional controls under Article 10 of the UK GDPR and Schedule 1 of the Data
Protection Act 2018. We only process it where a specific condition in law applies,
such as safeguarding or preventing unlawful acts.

What we use your Article 6 legal | Special category/ | Who we may share it
information for basis criminal offence with

data basis (Where
applicable)
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Enrol you and create Contract; Substantial public UCAS; Student Loans
your student record. Public task interest; Explicit Company; UKVI; partner
consent colleges

Deliver teaching, set Contract; Employment / social | Placement providers;

timetables, mark work, Public task protection law; professional bodies;

and support your Substantial public partner colleges

progress. interest

Record and monitor Contract; Substantial public UKVI; professional

attendance, including Legal interest bodies; sponsors

for visa compliance. obligation;

Public task

Process changes to Contract; Explicit consent Student Loans

your student record, Legal Company; UKVI; ESFA;

programme transfers, obligation; sponsor or employer;

interruptions, Public task JISC (INCLUDING ITS

assessments HDFE SERVICES,

registrations. FORMERLY THE
HIGHER EDUCATION
STATISTICS AGENCY
(HDFE))

Record lectures and Contract; — Students enrolled on the

teaching sessions for Public task; module; learning

study purposes. Consent technology platform
providers

Administer exams and Contract; Employment / social | External examiners;

assessments. Public task protection law professional bodies
(programme-specific)

Issue transcripts, Contract; — Employers and

certificates, and verify Public task institutions

your award.

Administer Contract; Explicit consent Ceremony production

congregation and Consent and filming companies;

graduation ceremonies, venue providers; print

issue tickets, filming, suppliers

and name publication in

booklets and on

website.

Quality assurance Contract; Explicit consent; External examiners;

processes, extenuating | Public task; Substantial public QAA (where required);

circumstances, Legal interest professional or

academic appeals, obligation regulatory bodies

programme reviews,

and external examiner

processes.

Investigate alleged Contract; Substantial public Turnitin and academic

academic misconduct, Public task; interest integrity providers;

including plagiarism, Legal placement providers;

contract cheating, and obligation professional bodies,

exam irregularities.

employers (where
required)



https://media.slc.co.uk/alldomiciles/nysf/dps_privacy_notice_e_o.pdf
https://www.gov.uk/government/organisations/uk-visas-and-immigration
https://www.gov.uk/government/organisations/education-and-skills-funding-agency
https://www.hesa.ac.uk/about/regulation/data-protection/notices
https://www.hesa.ac.uk/about/regulation/data-protection/notices
https://www.hesa.ac.uk/about/regulation/data-protection/notices
https://www.hesa.ac.uk/about/regulation/data-protection/notices
https://www.hesa.ac.uk/about/regulation/data-protection/notices
https://www.hesa.ac.uk/about/regulation/data-protection/notices
https://help.turnitin.com/Privacy_and_Security/Privacy_and_Security.htm
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Provide references on Consent — Prospective employers;
your behalf to institutions; professional
employers, institutions, bodies; funding bodies
or professional bodies
Provide careers and Contract; — Graduate employers;
employability services, | Consent recruitment partners;
advice, job matching, careers platform
and sKkills development. providers
Administer work-based | Contract; Explicit consent; Placement providers;
and professional Public task; professional bodies;
placements. Legal relevant funding bodies

obligation
Run fitness to practise Public task; Substantial public NMC, HCPC, GMC,
investigations and notify | Legal GDC, SRA, Teaching
professional bodies of obligation Regulation Agency, or
the outcome. other relevant body
Advise placement Public task; Substantial public NHS trusts; schools;
provider about a fitness | Legal interest social care providers;
to practise concern obligation; law firms
affecting your Recognised
placement. legitimate

interests

(prevention

and detection

of crime;

safeguarding
of vulnerable

people)

Carry out DBS checks Contract; Art 10 / DPA Sch 1 Disclosure and Barring
for professional Legal — criminal offence Service; placement
programmes. obligation data — providers

safeguarding;

prevention/detection

of unlawful acts
Manage ongoing DBS Contract; Art 10 / DPA Sch 1 | Disclosure and Barring
obligations, including Legal criminal offence Service; placement
new information arising | obligation data, safeguarding; | providers; professional
during your studies. prevention/detection | bodies

of unlawful acts
Carry out overseas Legal Art 10/ DPA Sch 1 | UKVI; relevant
police checks where obligation criminal offence placement providers
UKVI or your data, safeguarding;
programme requires it. immigration

compliance
Process disqualification | Legal Art 10/ DPA Sch 1 | Ofsted; Teaching
by association obligation criminal offence Regulation Agency;

declarations for ITE and
Early Years students.

data, safeguarding
of children

placement settings



https://policydocuments.disclosures.co.uk/Privacy_Statement.pdf
https://policydocuments.disclosures.co.uk/Privacy_Statement.pdf
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Carry out occupational | Contract; Health or social Occupational health
health assessments Legal care; Employment/ | providers; NHS and
required professional obligation; social protection law | placement providers
programmes and share | Public task (fitness outcome only);
the fitness outcome as programme teams
required. (fitness outcome only)
Record and verify Legal Health or social NHS trusts; healthcare
vaccination status and obligation; care placement providers;
mandatory training for Contract; NHS Business Services
NHS or healthcare Public task Authority; Health
placements. Education England
Share welfare or fitness | Public task; Health or social NHS trusts; schools;
information with a Legal care; Substantial social care providers;
regulated placement obligation; public interest law firms; other

host where a tripartite Vital interests; regulated placement
agreement and Recognised hosts

statutory driver require | legitimate

disclosure. interests

(safeguarding
of vulnerable

people)
Refer to the Local Legal Substantial public LADO,; local authority
Authority Designated obligation; interest children's services
Officer (LADO) where Recognised
required by law legitimate

interests

(safeguarding

of children)
Administer PCDA and Contract; Employment / social | Northumbria Police (joint
PEQF programmes Public task; protection law; controller) or Durham
including assessment, Legal Explicit consent — | Constabulary (joint
student support, and obligation specific University controller); College of
disciplinary matters services; Art 10/ Policing; ESFA; external
with your employer DPA Sch 1 criminal | assessors
where it may have an offence data
impact on your
performance as an
Officer.
Share data with the Legitimate — Inner Temple; Middle
Inns of Court for Bar interests Temple; Lincoln's Inn;
course students to Gray's Inn (each an
enable Call to the Bar independent data
administration. Law controller)
Department only.
Provide support Contract; Explicit consent; Art | NHS and health
services disability, Consent Vital interests; providers (with consent

counselling, mental
health, chaplaincy, and
hardship.

Health or social
care

or in emergency); local
authorities
(safeguarding)
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with staff who need it.
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Employment / social
protection law;
Substantial public
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Academic and
professional support
staff (need-to-know only)

Share information with
NHS crisis teams,
mental health services,
or police where you are
experiencing a mental
health crisis requiring
immediate intervention.

Vital interests;
Legal
obligation;
Public task;
Recognised
legitimate
interests
(safeguarding
of vulnerable

Vital interests;
Health or social
care

NHS crisis teams;
mental health services;
police (including Section
136)

people)
Keep you safe, sharing | Vital interests; | Substantial public Local authorities;
data where there is a Public task; interest; Vital children's services;
welfare or safeguarding | Legal interests LADO; health providers;
concern. obligation; police

Recognised

legitimate

interests

(safeguarding
of vulnerable

people)
Take protective action Legal Substantial public Local authority adult
under adult obligation; interest safeguarding team;
safeguarding Vital interests; social services; police;
frameworks. Recognised health providers

legitimate

interests

(safeguarding
of vulnerable

people)
Record your GP or Consent; Vital | Explicit consent; GP surgery or health
health support network | interests Vital interests support network (with
details to contact them consent, orin
in an emergency or emergency)
refer you for support.
Contact your next of kin | Consent — Next of kin as

in non-emergency
situations with your
consent.

designated by you

Respond to life-
threatening
emergencies.

Vital interests

Vital interests

Emergency services;
next of kin

Assess criminal
convictions, charges, or
allegations arising after
enrolment to determine
risk or programme
suitability.

Contract;
Public task;
Legal
obligation;
Recognised
legitimate
interests

Substantial public
interest; Art 10/
DPA Sch 1 criminal
offence data

Student conduct panels
(internal); placement
providers; professional
bodies; police (where a
legal gateway exists)
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Share your data with
the Northumbria
Students' Union to
enable SU
representation in
disciplinary, complaints,
or appeal processes.

Consent

Northumbria Students'
Union (independent data
controller)

Share welfare

Consent; Vital

Explicit consent

Northumbria Students'

information with the SU | interests Union welfare team
welfare team where you
have been referred or
self-referred.
Handle reports of Contract; Substantial public Police; emergency
unacceptable Public task; interest; services; Students'
behaviour. Legal Safeguarding Union (where student
obligation; (where applicable); | requests representation)
Recognised Art 10 / DPA Sch 1
legitimate criminal offence
interests data (where
(prevention applicable)
and detection
of crime;

safeguarding
of vulnerable

people);

Legitimate

interests
Carry out equality Legal Substantial public OfS; JISC (HESA))
monitoring and obligation; interest
widening participation Public task
reporting.
Collect widening Legal Substantial public OfS; JISC (HESA)
participation data — obligation; interest
POLARA4, care leaver Public task
status, first-generation
student flag.
Run government Public task Substantial public Ipsos MORI (NSS); JISC
surveys ( NSS, interest (Graduate Outcomes);
Graduate Outcomes, Advance HE
PTES, PRES). (PTES/PRES); OfS;

funders

Share your University Legitimate — Sport England; TNS-
email with Sport interests BMRB



https://www.mynsu.co.uk/pageassets/nsu/documents/privacy/NSU-Student-Data-Privacy-Statement-1.5-LIVE.pdf
https://www.mynsu.co.uk/pageassets/nsu/documents/privacy/NSU-Student-Data-Privacy-Statement-1.5-LIVE.pdf
https://www.officeforstudents.org.uk/ofs-privacy/privacy-notice/
https://www.bucs.org.uk/page.asp?section=17017&sectionTitle=HE+Sport+Participation+and+Satisfaction+Survey&preview=1
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Administer Module Contract; — Explorance Inc
Evaluation Legal (processor); module
Questionnaire (MEQ) obligation; leaders; programme
surveys. Responses Public task leaders; faculty

are confidential but not executives; external
fully anonymous. examiners

Invite you to complete Consent; Explicit consent; Art | Graduate Futures team;
the annual Career Public task Substantial public personal tutors
Readiness Survey. With interest (individual data);

your consent, programme staff and
demographic data is Access and Inclusion
linked from your student team (aggregated only)
record for equality

monitoring.

Collect and report Public task Substantial public UKRI

diversity data for UKRI interest; Explicit (aggregated/anonymised
Centre for Doctoral consent only); CDT Management
Training (CDT) annual Committee (aggregated
monitoring — CDT only); Graduate School
applicants only. staff (extraction only)
Reported to UKRI in

aggregated,

anonymised form; not

used in application

decisions.

Process your data for Legal Substantial public OfS; JISC (HESA);
institutional obligation; interest UKRI; internal senior
performance reports, Public task management and
Access and governance bodies,
Participation Plans, Looked after Students
TEF submissions, and returns to LAS

other statutory returns.

Monitor our Public task; Substantial public JISC (HESA); OfS
performance and Legitimate interest

produce statistics. interests

Create and publish your | Public task — Open access repository;
research profile in UKRI

PURE research

students only.

Support REF Public task; Substantial public UKRI; Research
submissions - research | Legal interest England; JISC (HESA)
students and those on | obligation

research programmes.

Use student data in Public task; Research / statistics | Internal teams; JISC
anonymised or Legitimate (anonymised); external
aggregated form for interests quality bodies

internal institutional
research and quality
enhancement.

(anonymised outputs
only)
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Check your right to Legal — UK Visas and

study in the UK. obligation Immigration (UKVI);
Home Office

Process ATAS Legal — UKVI; Home Office

certificates for obligation

international

postgraduate students

in sensitive subjects.

Report mandatory Legal — Home Office; UKVI

information to the Home | obligation

Office under the

Student visa route (non-

enrolment, absences,

and withdrawal).

Share student visa Contract; — Human Resources

termination data with Legal (internal); Blue Arrow Ltd

HR to verify right to obligation (independent controller)

work where you are only where worker is

also employed by the through them)

University.

Collect fees, process Contract; — Student Loans

payments, and chase Legal Company; sponsors;

unpaid debts. obligation debt recovery agents;
courts

Administer bursaries, Contract; Explicit consent Charitable trusts; prize

scholarships, and Consent bodies (with consent)

hardship funds.

Support care leavers Consent; Explicit consent; OfS; local authorities

and looked-after Public task Substantial public (where required)

students with targeted interest

help and bursaries.

Share data with End Contract; — End Point Assessment

Point Assessment Public task Organisations; ESFA

Organisations —

apprenticeship students

only.

Share your data with Contract; Explicit consent Employer or training

your employer or Recognised provider; corporate

sponsor, including legitimate sponsor; apprenticeship

enrolment status, interests levy-paying employer

attendance, marks, and
progression. Welfare or
conduct information
shared only where
contractually required
or where safeguarding
requires it.

(safeguarding
of vulnerable
people);
Legitimate
interests;
Consent (for
welfare
information)
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Process your data for Contract; Explicit consent; Capita (on behalf of
the Turing Scheme for Public task; Substantial public DfE); DfE; Capita
International Mobility. Legal interest auditors; overseas
Includes widening obligation partner institution
participation special
category data for
eligibility and equalities
monitoring.
Administer student Public task; — Internal judging panels;
competitions, Consent prize and award bodies;
recognition schemes, charitable trusts;
and prize-giving. University marketing
Winners' names and teams
photographs published
with consent.
Manage Contract Explicit consent Sodexo Living;
accommodation and emergency services
administer your (where required)
accommodation
contract.
Issue and administer Contract — University card and
your student ID card. access control system
providers; ID card
suppliers

Monitor and log building | Legal — Campus Services;
access for security, obligation; University security
timetable registration, Public task; teams; police (where
and library purposes. Recognised access logs support a

legitimate criminal investigation)

interests

(prevention

and detection

of crime);

Legitimate

interests
Share your term-time Legal — Newcastle City Council;
address with local obligation Gateshead Council;
authorities for electoral other relevant local
registration and council authorities
tax exemption.
Provide and monitor IT | Contract; Employment / social | Microsoft Corporation;
systems. Public task protection law; specialist IT providers

Substantial public
interest

Personalise Contract; — Internal University
communications to you | Legitimate teams; CRM platform
about University interests; providers (under data
services, events, and Consent processing agreements)
opportunities based on | (where
your preferences and required)

engagement.
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Personalise our Consent; — Media agency; social
websites and run Legitimate media platforms; Google
targeted advertising, interests LLC (with consent)
including look-alike
audiences with your
consent.
Provide Learning Consent; Explicit consent JISC (anonymised only);
Analytics support to Public task internal student support
identify where you may teams
benefit from additional
support.
Run CCTV, body worn | Public task; Substantial public Police; emergency
cameras and other Legal interest services; insurers;
security systems. See obligation; solicitors
our CCTV and Physical | Recognised
Security Privacy Notice. | legitimate

interests

(prevention
and detection

of crime);

Legitimate

interests
Operate SafeZone Vital interests; | Explicit consent; SafeZone — CriticalArc
campus safety features, | Consent; Vital interests (processor); University
location sharing, lone Public task; security and first-aid
worker check-in, first- Legitimate teams; emergency
aider alerts, and interests services

emergency SOS.
Location data
processed only when
you actively use the

app.

Send urgent SMS alerts
and emergency
notifications via
SafeZone. Not used for
marketing.

Vital interests;
Public task;
Recognised
legitimate
interests
(prevention
and detection

SafeZone — CriticalArc
(SMS platform)

of crime;

responding to

emergencies)
Manage health and Legal Health or social Health and Safety
safety incidents, obligation; care; Substantial Executive (HSE);
recording accidents, Public task; public interest insurers; emergency

near misses, and
injuries; statutory
reporting to HSE.

Vital interests

services; occupational
health providers

Detect and prevent
crime, fraud, and
misuse of our systems.

Legal
obligation;
Public task;
Recognised

Substantial public
interest

Police; fraud agencies;
Student Loans
Company; UCAS
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legitimate
interests
(prevention
and detection
of crime)
Share data with police Legal Art 10 / DPA Sch 1 | Police; HMRC;
or authorities where the | obligation criminal offence government bodies
law requires it. data, where criminal
offence data is
involved (where
applicable)
Carry out our Prevent Legal Substantial public Channel Panel; police;
duty, sharing serious obligation interest security services
radicalisation concerns
with authorities.
Defend or bring legal Legitimate Legal claims Solicitors; courts;
claims. interests; insurers; OIA
Legal
obligation
Provide insurance for Contract; Legal claims University insurers; loss
your possessions and Legal adjusters; solicitors;
handle claims. obligation courts
Arrange visits, field Contract; Explicit consent Field trip providers;
trips, and study abroad. | Consent overseas host
institutions; University
insurers; emergency
services (where
required)
Handle dispute Consent — Third parties involved in
resolution involving a the dispute (as
third party at your necessary); Students'
request. Union advice services;
external mediators
Answer Freedom of Legal — ICO; requesting
Information and data obligation individuals
access requests.
Make statutory returns Legal Substantial public JISC, OfS, UKRI, etc.
to JISC (HESA), OfS, obligation; interest
UKRI, and other bodies. | Public task
Share data with the Legal Substantial public DfE; Teaching
Department for obligation; interest Regulation Agency
Education (DfE) for Public task
teacher training and
student data purposes.
Share data with UKRI Legal Substantial public UKRI; Research
for funded research obligation; interest England
studentships and Public task;
annual monitoring Contract

statistics.



https://www.apply-for-teacher-training.service.gov.uk/candidate/privacy-policy
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Share enrolment and Legal — ESFA,; apprenticeship
funding data with ESFA | obligation; assessment

for apprenticeship and Contract organisations

further education

funding verification.

Share data with Contract — AUAS; VISTRA
Amsterdam University

of Applied Sciences

(AUAS) and VISTRA —

Amsterdam campus

students only.

Process London Contract; — QA HE Limited (joint
Campus data through Public task controller)

the QA HE Limited joint

venture.

Deliver online managed | Contract; Explicit consent; Boundless Learning
programmes through Public task; Substantial public (processor); Salesforce
Boundless Learning Legal interest and Boundless sub-
(data processor for obligation processors; UKVI;
enrolled student relevant regulatory
processing). Your data bodies

may be held in

Boundless systems

(Salesforce, EEA).

Deliver managed

programmes on

campus at The Bridge, . .
Northumbria. Your data | Contract; 8ambndgg Edupgﬂon
) . — roup Limited (joint
is processed by both Public task controller)
Northumbria and CEG

to ensure provision of

services to you.

Share data with the Legal Explicit consent; Office of the

Office of the obligation; Substantial public Independent Adjudicator
Independent Public task interest

Adjudicator (OIA) if you

complain to them about

us.

Host overseas exams Contract; — British Council; overseas
for students sitting in Consent universities; exam
their home country. centres

Register you with a Contract; — Relevant professional or
professional body at the | Public task regulatory body

end of your programme.

Report your attendance | Contract; — NMC, GMC, HCPC,
data to PSRBs where Legal SRA, GDC, and other
meeting attendance obligation relevant PSRBs

thresholds is a
mandatory condition of
your professional
award.



https://www.oiahe.org.uk/about-us/our-organisation/our-service/personal-data/
https://www.oiahe.org.uk/about-us/our-organisation/our-service/personal-data/
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Record day-to-day Contract; Explicit consent; Academic and

contact between you Public task; Substantial public professional support
and University staff — Legal interest staff (need-to-know
tutor notes, meetings, obligation only); student record
and pastoral system providers
interactions.

Produce management Public task; Substantial public Senior management;
information and internal | Legitimate interest University governors;
reports for planning, interests internal and external
financial management, auditors

and governance.

Register you with the Legitimate — Northumbria University
Northumbria Alumni interests Alumni Association
Association when you

finish your studies.

Register your Alumni Legitimate — Northumbria University
Association interests; Alumni Association;

membership and
process data for alumni

Consent (for
direct

fundraising partners
(under confidentiality

engagement and marketing) obligations)

fundraising after you

graduate.

Share your basic details | Legitimate — Northumbria Students'

with the Students' interests Union (an independent

Union to enable data controller)

membership.

Send you news about Contract; — University teams;

your studies, University | Consent Students' Union

services, and events.

Take and use Consent — Marketing and

photographs and video communications

of you for marketing agencies; media

purposes. production suppliers;
University website and
social media platforms

Disclose student data to | Legal — Office for Students

the Office for Students | obligation

for regulatory
investigations or
compliance reviews.

Share your mental
health and wellbeing
information with CNTW
NHS Foundation Trust
as part of our joint
mental health provision.
Data may be shared
with or without consent
depending on
circumstances.

Vital interests;
Public task;
Consent

Explicit consent;
Vital interests;
Health or social
care

CNTW NHS Foundation
Trust (joint arrangement)
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Collect and process Legal Employment / social | Campus Services;

your health and obligation; protection law; relevant University
disability information to | Public task Explicit consent departments; emergency
produce a Personal services (where
Emergency Evacuation required)

Plan (PEEP).

Share student visa Contract; — Human Resources
termination data with Legal (internal); Blue Arrow Ltd
HR on a monthly basis | obligation (independent controller,
to verify continued right notified only where their
to work where you are worker is affected)

also employed by the

University.

Use your personal data | Legal Substantial public OfS; JISC (IHESA);

to produce institutional obligation; interest UKRI; internal senior
performance reports, Public task management and
Access and governance bodies
Participation Plans, and

TEF submissions.

Pre-Compliance Legal — For London Students
Interview (PCI) for ble obligation, QAHE use Enroly CAS
completion of the Home | Public task Shield to share with
Office visa compliance UK Visas and
interv'iew as part of the Immigration  (UKVI) /
CAS issuance or Home Office

renewal process

(including where you

have deferred from a

previous intake).

Investigate and manage

student disciplinary Contract; Boundless Learning
matters with our Public task; Substantial public | academic staff involved
partners (Boundless Legal interest in the disciplinary
Learning OPM obligation process

partnership).

Administer student car | Contract; -—- Campus Security
parking, including Legitimate (internal only)

vehicle registration and | interests

permit allocation.

Adminis_tgr student Marketing and
competitions, Communications;
recogqltlon .s'chemes, Contract: N external

and prize-giving. Consent Explicit consent publishers/printers

Winners' names and
photographs published
with consent.

(where results are

published)
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Issue transcripts, Contract; - Gradintelligence
certificates, and your Public task (processor); employers
Higher Education and institutions
Achievement Report (verification requests)
(HEAR), and verify your
award, via

Gradintelligence.

In addition to the specific recipients listed above and against specific purposes elsewhere
in this notice, the University engages a range of companies acting as data processors under
contract to deliver defined functions on our behalf — for example, cloud storage, academic
document and credentialing services, and analytics platforms. These processors act only
on the University's instructions, only for the purpose for which they are engaged, and are
not permitted to use your data for their own purposes.

5. Sharing with parents or guardians

We will not share information about you with your parents or guardians without your
consent. The only exception is where your life or health is at serious risk. In that case
we may contact your emergency contact if we judge it to be in your vital interests.

6. Automated Processing

We use limited ‘Profiling’ (where information about you is used to tailor goods or
services based on your interests, movement or records of your activities) for Learning
Analytics. You will be asked if you wish to participate in the process and will receive
tailored advice about how you can enhance you learning. We may collect and use data
(but not engage with you) as part of learning analytics under legitimate interests.

7. Transfers to countries outside of the United Kingdom

Some of our IT service providers store or process data outside the United Kingdom.
We only permit this where appropriate safeguards are in place, in accordance with UK
GDPR requirements. This may include transfers to countries that the UK Secretary of
State has recognised as providing adequate protection, or transfers governed by the
International Data Transfer Agreement (IDTA) or an addendum to the EU Standard
Contractual Clauses approved for UK use. Amsterdam campus data is shared with
partners in the Netherlands, which has an adequacy ruling.

8. How Long will your Personal Data Held?

We will retain your personal data for as long as it is required to fulfil the purpose for
which is it held and then to fulfil any legal requirements. For example, your core student
record, covering your qualifications and academic history, is kept for 80 years so we
can verify your award at any time. Other record will be disposed of sooner in line with
the retention periods for each type of processing activity as detailed in our retention
schedule, which is available on our website here.


https://northumbria-cdn.azureedge.net/-/media/documents/pdfs/about-us-corporate/legal-services-team/2018recordsmanagement/section-2---student-records-retention.pdf?modified=20251024200029
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/records-management/records-retention-schedule/
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We may keep data for longer where were are required to do so for legal reasons or for
limited research and statistical purposes. If we do, we will make sure that your privacy
is protected and only use it for those purposes.

9. Security

We have implemented appropriate physical, technical, and organisational security
measures designed to secure your personal data against accidental loss and
unauthorised access, use, alteration, or disclosure. Business Continuity and Disaster
Recovery strategies are designed to safeguard the continuity of our systems and the
data they hold. In addition, we limit access to employees, agents, contractors, and
other third parties that have a legitimate business need for such access.

We utilise many different storage solutions and IT systems, some of which are
outsourced to third party providers, including Microsoft (MS365 Dynamics, Copilot)).
Where processing takes place with an external third party, processing takes place
following a review of their capacity to securely store personal data and under an
appropriate agreement outlining their responsibilities to ensure that processing is
compliant with the Data Protection legislation.

All employees, contractors and volunteers receive mandatory data protection training
on an annual basis and have a contractual responsibility to maintain confidentiality.
Access to your data is restricted to those members of staff who have a requirement to
access it. Where applicable, any credit/debit card details provided will be stored in full
compliance with PCI-DSS requirements.

10.What Are Your Rights Under GDPR

GDPR provides individuals a number of rights in relation to the processing of personal
data, each of which may apply to differing degrees’ dependent upon the nature of the
processing and the legal basis for it. You have the right to:

- Be informed as to how we use your data (via this privacy notice)

« Request access (a copy) of the personal information that we hold about you.
« Correct inaccurate or incomplete data

Request that we stop sending you direct marketing communications.

In certain circumstances, you may also have the right to:

Ask to have certain data ‘erased by us.

Request that we restrict certain processing of your personal data.

Request that we provide any data you submitted to us electronically be returned
to you or passed to a third party as a data file.

« Object to certain processing of your personal data by us

How to complain to us


https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-be-informed/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-be-informed/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-subject-access/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-subject-access/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-rectification/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-rectification/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-erasure/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-erasure/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-erasure/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-erasure/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-erasure/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-erasure/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-erasure/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-restrict-processing/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-restrict-processing/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-restrict-processing/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-restrict-processing/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-restrict-processing/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-restrict-processing/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-data-portability/
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr---rights-of-the-individual/right-to-object/
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Under the Data (Use and Access) Act 2025, you have the right to complain directly to
us if you think we have not handled your personal data correctly. You can submit a
complaint through our Data Protection Complaints process Northumbria University
Data Protection Complaints.

11.Data Protection Officer (DPO) Contact Details

Our Data Protection officer is Duncan James. To exercise your rights, or if you wish
to raise a concern about our processing of your data, please contact the DPO on +44
(0)191 243 7357 or via email at dp.officer@northumbria.ac.uk.

12.Lodging a Complaint with the Information Commissioners Office (ICO)

If you are dissatisfied with our processing of your data, or a response to a complaint
you have made to us, you have the right to complain to the ICO via Telephone: 0303
123 1113 (local rate) or 01625 545 745, via email: casework@ico.org.uk or for more
information see Information Commissioner’s web site.



https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr-complaints/?q=complain
https://www.northumbria.ac.uk/about-us/leadership-governance/vice-chancellors-office/legal-services-team/gdpr/gdpr-complaints/?q=complain
file://///southgate/USO$/Usec-Admin/Legal%20Services%20Team/F.%20Information%20Resources/F.3%20Access%20to%20Information/F.3.20%20GDPR/Privacy%20Notices/201905Draft/casework@ico.org.uk
http://www.ico.org.uk/
http://www.ico.org.uk/

